Department of Survey and Land Records
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Tender Natice

The Department of Survey and Land Records, Government of Kerala invites financial

bids from CERT-IN EMPANELLED INFORMATION SECURITY AUDITING
ORGANISATIONS for conducting Application Security Audits and Compliance
Audit for the Software Applications owned by the Department.

The last dale of submission of bids in protected pdf files as email on or before
08/08/20224 at 15.00 Hrs.

S/ -

DIRECTOR
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Direciorale of Survey & Land Records
Thiruvananihapuram - 14



Request far Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAI Compliance Audit of
the Sofiware Applications

Request for Proposal (RFP)

For
ENGAGING SERVICE PROVIDER FOR SECURITY AUDIT & UlIDAI
COMPLIANCE AUDIT OF THE SOFTWARE APPLICATIONS OWNED
BY DEPARTMENT OF SURVEY AND LAND RECORDS, GOVT. OF
KERALA

RFP Reference No: DSLR/2608/2024-B6

August 2024

Published by
Survey and Land Records,
Survey Bhavan, Varzhuthacaud, Thiruvananthapuram, Kerala.
Ph: 0471-2325266,
E-mail: procurementdslrli@gmail.com
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I Bidding Data Sheet

| Notice Inviling Tender
I. | Namcofthe Tender loviting Authority , survey and Land Records
!
2. | Ofhcer Tender Inviting Authority Ihe Directar, Survey and Land Records
A. | Name ol the Tender Request for Proposal (RFP) for Engaging Service
Provider  for  Security  Audit  of  the Software
Applications owned by Department of Survey and Land
Records, Govl. ol Kerala
4. | Date of publishing of the hid Date: (1082024
5. | Tender Heference Number RI'P Reference Mot DSLRZ260872024-B6
6. | Comtact Person Deputy Director. Survey and Land Records
i Address Survey and Land Records,
Survey Bhavan, Vazhuthacaud, Thiruvananthapuram,
Kerala,
% | Contacl No, 0471-2325266 I
§. | E-Mail [D, for any clarilications procurcmentdsir g gmail.com I
1. | Time & last date to  submil | Time: 03:30 PM: Date: 02082024
clarifications No clarifications will be accepted after publication of
corrigendum post the pre bid conference,
11. | Pre-bid Meeting (Online} Firne: 1100 AM: Date: 050872024
Google Meef joining info Video call link:
hitpsfmeet.google.com/oze-rwhy-rjy
12. | Pre-Bid Meeting Venue | Survey and Land Records,
Survey Bhavan, Vazhuthacaud, Thiruvananthapuran,
Kerala (Online)
13, | Procedure for Bid Submission | OMine (In a sealed envelope), As Protected PDF file
o email! procurementdsirli@ymail.com
14. | Last Date of Submission of Rids Time: 03:00 PM: Date: 08/08:2024
15. | Opening of Bids Time: | 1:00 AN Dare: 09/08:2024
16. | Tender Fee {Non —Refundable) Rs. 1416/~ (Rupees One Thousand Four Hundred and
Sixteen Only) {Including 18% GST) '
| 17. | EMD Rs. 6,000/~ (Kupees Six Thousand Only)
I18. | Validity of the Bid 6 months from the date of opening of price bid
. 1% | Terms & Conditions As per the Tender document -
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Request Tor Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAI Compliance Audit of
the Soltware Applications

All communications shall be addressed to the Survey Director. The Bid documents and other
details may be downloaded from the website https:/dslr.kerala.gov.in

The Director

Survey and Land Records

Survey Bhavan

Vazhuthacaud

Thiruvananthapuram, Kerala.

Ph: 0471-23252606,

E-mail: procurementdslrlia:gmail.com
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Request for Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAT Compliance Audil of
the Software Applications

2 INVITATION OF BID

The Director of Survey and Land Records (hereinaller referred to as DSLR) on behalf of
Government of Kerala (hereinafier referred 10 as the Department) invites bids from CERT-In
EMPANELLED INFORMATION SECURITY AUDITING ORGANISATIONS (hereinafter
referred to as “Bidder” ll the award of Contract and thercafter on award of contract, referred to
as “Vendor/Contractor/Suppher/Successful Bidder™) for conducting Application Security Audits
and UIDAI Compliance Audit for the Soltware Applications owned by the Department. The
successful Bidder shall be selected based on the competitive bidding process. Submission of bids
shall be deemed 10 have been done after careful reading and examination of the tender document

with full understanding of its implications.

3 PURPOSE, OBJECTIVE AND CONTENT OF THE
ASSIGNMENT

The overall purpose of the Security Audit exercise is 1o confirm the [T security needs of quality
standard ISO 27001, which includes the evaluation and gap analysis with respect to CERT-IN
guidelines. Application Security Audit covers some or all but not limited to the following
activitics:

a) Identily the application-level vulnerabilities on applications hosted in a test site/ production
site based on the latest OWASP Top 10 vulnerabilities

b) On demand application scans

¢) Password strength on authentication pages
d) Scan Java Senipt [or security vulnerabilities
¢) File inclusion attacks

7 Malicious File Uploads

2) Provide recommendations for remediation of identified vulnerabilities. The report should
contain discovered vulnerabilitics and deseription of vulnerabilities and mitgation or
remediation recommendations for fixing and patching existing and found vulnerapilities as

o i N
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a part of solution.

h) Follow a specific format for reports.




Request for Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAT Compliance Audit of
the Software Applications

1) Certify the applications/websites tested as "Safe for Hosting”" and in times of Electronic
Payvment Gateway Operators request Lo provide it in their format.

1) Accept responsibility for declaring the websites/ URLs/ mobile applications free from
known vulnerabilitics

k) Any other activity concerning security audit related aspects. not essentially covered by
work-areas outlined above,

1) UIDAT compliance Certification ol the Entebhoomi-RMIS application as per Aadhaar Act
2016 for providing service as SUB-AUA and Sub-KUA.

4 SCOPE OF THE WORK

[.  The selected vendor shall cover the below mentioned tests for the application or
website or Mobile App provided for testing.

1. Application Security Audit

(]

. Penetration Testing

Lad

. Vulnerability Testing

4, Database Server Controls

h

. Physical Access Control

6. Network security Review as part of Application Security

]

. Compliance Review
Black box testing for Security Audit should follow OWASP guidelines covering the testing below.

I. Cross-Site Scripting (XSS)

2. Injection Maws, particularly SQL injection. Also consider LDAP and Xpath injection
laws as well as other injection flaws.
3. Input Validation Naws

4. Malicious file exccution

5. Insecure direct ohject relerences
6. Cross-sile request lorgery (CSRF) P ka7
; I_::z"‘" i ‘-‘"\ £ N
7. Information leakage and improper error handling e N L',,:_‘éli
8. Broken authentication and session management (] frai®iAnal |2
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Request for Proposal (RFP) for Engapging Serviee Provider for Security Audit & UIDATL Compliance Audit of
the Soltware Applications

5. Insecure ervptographic storage
10, Insecure communications
11. Failure to restrict URL access
12. Denial of Service
Application Name for Vulnerability Assessment:

A. Entebhoomi -1LIMS

LRL: a. htps:/Ystagine.entebhoomikeraliveovan (Main URL).

B. Geoserver

d. hups:/staging-geoserver.entehhoomi kerala.gov.in (Main URL)

. Entebhoomi-S50

L. Annual Aadhaar (SUB AUA and Sub-KUA) Compliance Audit:

SUB-AUA service and Sub-KUA (1 Noj audit as per the Compliance with Aadhaar
Act 2016 and its regulations. Scope ol audit includes the SUB AUAand Sub-KUA service provided
bv Department of Survey and Land Records (Revenue) as per UIDAT guidelhmes.

A. Application Name for UIDAI Compliance Audit: Entebhoomi-RMIS

LIRL @ a, hupstYsurvey.entebhoomi.kerala gov.in/portal.
b. https://survev.entebhoomi kerala govan/rmis

5 OBJECT FOR THE SECURITY AUDIT
The Application/Website/Mobile App given in Appendix 1,2, &3 are to be audited under this
invitation. .

- .-"! VEY »i‘.'_.-::-"-
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51. DELIVERABLES FOR APPLICATION SECURITY AUDIT
|. Report on All ltems Found During Security Audit.

2. Threat assessment Reports detailing
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Request for Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAT Compliance Audit of
the Sofltware Applications

1. Svstem laws and weaknesses with remedial actions

i, Information leaks and exposures caused by such leaks with remedial
aclions.

3. Final Audit Certificate
52. DELIVERABLES OF UIDAI COMPLIANCE AUDIT

1. Report on all ltems found during Audit,
2. Final Audit Certificate

6 INSTRUCTIONS TO BIDDERS

6.1. GENERAL INSTRUCTION

a. Only CERT-IN empanelled agencies will be eligible to submit the bids.

b.  Submission of bids will be as per the time schedule stated in this document.
¢. The agency shall bear all costs associated with the preparation and submission of the bid.

d. The bid prepared by the Bidder. supporting documents and printed literature furnished by
the Bidders as well as all correspondence and documents relating to the bid exchanged
between the Bidder and DSLR shall be in English language.

e. lhe prices shall be quoted in Indian Rupees (INR) only.
f.  The Bidder is not allowed 10 modity or withdraw the submitted bid.

g. An eligible bidder is expected to provide a comprehensive solution as specified in the
Scope ol Work of this RIFP. The bidders are advised 1o study the tender document carefully.
Submission of Bids shall be deemed (o have been done after careful study and examination
of the tender document with {ull understanding of its implications.

h. The Department of Survey and Land Records, intends to adopt a two-cover bidding process
(Prequalilication cum and Technical Cover & Financial Cover) lor selection ol eligible
bidders for the assignment. as per the Scope of Work set out in the previous section ol this
RIFP document.

1. The bidder shall be responsible and pay for all of the costs associated with the preparation
of its proposal and its participation in the bidding pmc;,ss [}'.::-LR will bc in no way liable

o compensate [or the same. e NS \' L

1. The Successful Bidder is required to enter into an agrn.mh.,nl *..\..»tlh :H'JL Dhrector,
Department of Survey and Land Records. Government /ol Kerala. i E
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Hequest Tor Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAT Compliznee Aoudit ol
the Software Applications

k. The proposal submitted by the bidder shall remain valid for a period not less than 180 days
from the date of submission. Department ol Survey and Land Records. Government of
kerala. reserves the right to reject any proposal. which does not meet this requirement. The
proposal validity period may further be extended on mutual consent.

I.  Director. Department of Survey and Land Records. reserves the right to carry the capability
assessment of the hidders and the department’s decision shall be final and binding in this

regard.

6.2, EARNEST MONEY DEPOSIT (EMD)

a. The Bidder shall pay an Earnest Money Deposit or Bid Security of Rs 6,000/~ (Six
Thousand only) by way ol Demand Draft from a Scheduled or Nationalized Bank in favour
ol Director. Directorate ol Survey and Land Records payvable at Thiruvananthapuram shall
he enclosed with the bid. In the case of EMID exemptions. the supporting documents shall
be submitted by the bidder.

b, EMD of all unsuccesstul bidders will be refunded. The EMD amount of the successful

bidder would be returned upon execution ol the agreement.

¢.  The EMD amount 1s interest free and will be refundable 10 the unsuccessful bidders withoui
interest.

d. The bid/proposal submitted without EMD Fee mentioned above. will be summarnly
rejected.

¢. The EMD may be forfeited:
{1l a bidder withdraws the bid during the period of bid validity.

g. Incase of a successful bidder. if the bidder fails 1o sign the contract in accordance with this
RI'P

6.3. PERFORMANCE GUARANTEE

4. The successful TENDERER shall deposit a performance Security of an amount equal to
5% of the awarded contract value within 14 days of issuance of the supply order which

shall be retained till the end of warranty Period of 6 months. Performance Security may be
furnished in the [orm ol Bank Guarantee from Nationalized Banks. e

b. 11 the successful tenderer fails o deposit the security and execute the au:.e?iy:m as ﬂlﬁd
above, the carnest money deposited by him will be forfeited to Government dnd, t‘.ﬂntrau ‘1
arranged elsewhere at the defaulter’s risk and any loss incurred by Gov amﬁn:n[ cmuﬂwum

of the purchase will be recovered from the delaulter who will. however h—]kﬂi’hﬁ;ﬁﬂﬂ“ﬂrﬁ'tﬂ

"
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Request for Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAI Compliance Audit of
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any gain accruing thereby. I the defaulting firm is a registered firm their registration is
liable 1o be canceled.

¢ All the deposits of EMD, PERFORMANCE GUARANTLL, will not bear any interest
whatsoever.

6.4. CONFLICT OF INTEREST

[f'a bidder is a contractor of a manufacturing firm for the project under this assignment. offering
services as bidders for services or supply under this project. the bidder should include relevant
information on such relationships along with a statement in the Qualitative proposal cover letter
to the effect that the bidder will limit its role to the scope of the present project and disqualifv itself
and its associates from work. in any other capacity or any future project within the next five vears.
that may emerge from this assignment (including bidding or any part of the future project). The
contract with the bidder selected to undertake this assignment will contain an appropriate provision
Lo such effeet.

6.5. PURCHASER'S RIGHT TO VARY THE QUANTITIES

The purchaser reserves the right 1o increase or decrease the quantity originally specified in the RfP
by a maximum of 25%. without change in the unit prices. other terms and conditions of the bid
and the Bidding Documents,

Purchase order will be given lor the entire procurement in a single order. Delivery should be
completed as per the delivery timeline mentioned in the supply order.

Purchaser can cancel the order if the supply 1s not as per the requirement specified in the RfP.

At any time prior 1o the deadline for submission of bids, the Purchaser may amend the Bidding
Documents by issuing addendum. The addendum will appear on the Department portal
(hitps://dsir.kerala.cov.in/).

Any addendum thus 1ssued will be construed to be a part of the Tender Document and shall be
deemed to have been communicated to all the bidders.

Ta give prospective Bidders rcasonable time in which to take an addendum into account in
preparing their bids, the Purchaser may. at its diseretion, extend the deadline lor the submission of
bids,

6.6. RIGHT TO REJECTION

The Director. Department of Survey and Land Records reserves the right o reject any proposal

that docs not address all the requirements ol the RFP. In addition, the Director, Department of

Survey and Land Records reserves the right to accept or reject any proposal. submitted by the

bidders. in part or in full, and to cancel the RFP process and reject all proposal submissions at any
it
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Request Tor Proposal (RFP) lor Engaging Service Provider for Security Audit & UIDAI Compliance Audit of
the Software Applications

time, without thereby incurring any liability to the affected bidder/bidders or any obligation Lo
inform the allected bidder the grounds for his action.

6.7. DISQUALIFICATION

4. The bid Evaluation/Selection Committee may disqualify hids on account of but not mited
o the following reasons:

i) Il the bidder disregards any of the terms & conditions ol the bid and/or leaves any
ambiguity in calculation ol the rates quoted

ii) If the participant attempts to influence any member ol the selection committee
11} Conditional bids

b. The decision of the Director. Department of Survey and Land Records. Kerala in the matter
of disqualification shall be final and binding on the firms.

6.8. TERMINATION OF BID

Against all expectations entertained by the Director. Department ol Survey and Land Records. if
none of the participating firms could be declared by the sclection committee as the winner ol the
bid, the bidding will be regarded as terminated.

I'he Director, Department of Survey and Land Records, reserves the right 1o accept or reject only
/ all hidders including the lowest bidder without assignimg any reason(s) whatsoever.

6.9. SETTLEMENT OF DISPUTES

I'he decision of the Director, Department of Survey and Land Records. shall be final & binding on
participating [irms. In the event of any grievance, the agerieved party may make a representation
before the Director, Department of Survey and Land Records within 3 working days of the
announcement of the successful bidder. The Director, Department of Survey and Land Records
will decide upon the issuc raised by said aggrieved party and will give his finding in writing on
receipt of said representation. The findings of the Director Department of Survey and Land
Records, Government of Kerala will be linal and hinding upon the aggrieved party. Any disputes
ansing oul of the contractual agreement shall be settled with Addl. Chiel Secretary, Revenue, Govt
of Kerala and the issues which are not resolved shall be settled in the jurisdiction of civil courts in
Thiruvananthapuram district of Kerala only.

7 GENERAL TERMS AND CONDITIONS Pl '-

a) The Director reserves the right to amend or cancel the bid ]I‘l‘l.lt"-ltlﬂlll m p“an'

without prior notice at any point of time.
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The bid inviting authority or other sanctioning authority reserves the right to reject any bid
or all the bids without asking for any reason thereol,

[F'the Direetor deems it appropriate to revise any parl of this invitation or to issue additional
clarifications for interpretation of provisions of this document, the Bidder may issue
supplements to this bid invitation, Any such supplement shall be deemed to be incorporated
by this reference to this document.

The successtul Bidder shall provide the first audit report to the department not later than 2
weeks from the date of receiving the work order. Subsequent interim reports shall be issued
not later than 8 working days of receiving the patched application for re-test.

Ior any audit engaged. besides the original first audit. the vendor shall do any number of
re-tests at no addional cost till all issues are cleared by the department within 90 working
days of providing the first audit report, The vendor also ensures that no new vulnerabilities
arc introduced as part of code changes to fix the reported vulnerabilities.

The vendor may be terminated from audit engagement for reasons such as dishonouring
audit commitments or violating these terms and conditions, degradation of auditor's
performance or competence L meet expectations or if empanelment with CERT-IN ceases.

The audit report provided by the auditor shall have details of corrective action 1o be taken
and steps 1o remove the identified vulnerabilitics

For any audit engagement. the vendor shall provide support to the auditee technical team
in fixing the security issues reported in first audit or any subsequent audit in terms of
handholding and training. The support should include a minimum of 1 day onsite or remote
traiming or handholding on how to fix the issues.

The vendor shall adhere to all terms and conditions as per the agreement with CERT-India.

The vendor shall not subcontract any part of work assigned to it, to any other
vendorfagency/organization or engage non-employees to perform the work.

A formal Confidentiality & Non-Disclosure Agreement should be signed by the vendor to
keep confidential all the information that it has access (o during the course of its actions.
The vendor organization should sign individual NDAS. As per CERT-In advisory. the
empanelled vendor must ensure that data collected during audit work and reports prepared
are not taken out of the auditee organization's premises/ network and! or shared o anvone
except the auditors. auditee organization, CERT-In and any other authorized Government
entity. Any audit data should be wiped out from the vendor's dnmain alter any engagement,

Performance Security; As a condition precedent to enecunnn o thie, Agreement, the
Suceessful Bidder after the tender shall ensure submission ol Lheynﬂqum{e ﬂpumdllmndl
irrevocable Bank Cuarantee. in the preseribed format within 21 dd}SﬁlS TfPefrfermancc
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Sccurity for the services to be performed under the resultant Agreement. The Bank
Guarantce amount should be equivalent to 5% of the 1otal value of the contract rounded to
the nearest rupee and it should remain valid for a period of 60 days beyond the date of
completion of all contractual obligations of the supplier.

In the case of Application Vulnerability Assessment/ Penetration lesting (VAPT). the
Auditor will be required o audit and test the website on the staging server/testing
environment provided by the hosting service provider before 1ssuing the audit certificate.

The vendor may submit detailed proposals including.

a. Details of different tests/audits 1o be performed. standards against which the audits

will be performed ete.
b. Details to include specific svstems/subsystems to be audited and what activities will

be performed in the subsystems

The whole process ol starting the audit by the vendor till issue of final audit certificate
should be completed within 2 months

The audit should strictly adhere to the guidelines specified lor the purpose by the
Government of Kerala vide (GO (MS) No 82019 1TD Dated 22042019,

In addition, the above conditions mentioned. The General Terms and Conditions of Form
of Tender in the Annexure-2 of Store Purchase Manual. Kerala is also applicable for this

tender.

F'or more details regarding this tender the Bidders can contact Section -B in Directorate of
Survey and Land Reeords duning the office hours on or before 053/08:2024. 11 AM,

FINANCIAL TERMS AND CONDITIONS

The rates should be quoted against ecach application/website/'mohile app under this
invitation. inclusive of all applicable taxes.

For Audit of each application. the empanelled agency will share the TEST URL of each
apphication proposed to be audited. After studying the application. the agency will be
required Lo submit proposals

9 SUBMISSION OF BIDS

A.

B.

Bids are to be submitied only in the format provided in Appendix 4 to this document. Bids
submitted in any other {ormal shall be rejecled.

The bids are to be submitted via post in a sealed cover o address “Directorate’ a{"Qunc} rS: =4
Land Records. Survey bhavan, Vazhuthacadu, Thiruvananthapuram: —I|4 I ARy '
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10 AWARD OF WORK ORDER

I. The L1 Bidder will be awarded the contract provided the purchase committee is
sufficiently convineed after the evaluation of bids.

2. The acceptance of the bid will be intimated to the successful Bidder by the Director
through e-mail prior 10 expiry of the period of the bid validity.

11 PAYMENT TERMS:

E No mobilization advance shall be paid.

. 50% payment of the charges may be paid 1o the vendor on submission of the first
Audit report. Balance 50 % will be released only after issue of the [inal audit report
and Sccurity Audil Centificate.

Il The pavment shall be released to the vendor on submission of Bills (invoices) in
Triplicate addressed to The Director, Department of Survey and Land Records.
Thiruvananthapuram.

12 RIGHT TO TERMINATE PROCESS

i, The Dircetor may terminate the bidding process at any time without assigning any
reason whatsoever. The Director makes no commitments, expressed or implicd that
this process will result in a business transaction with anyone.

ii.  This ld document does not constitute an olfer by the Department. The Bidder's
participation in this process may resull in the Department selecting the Bidder to
engage In further discussions and negotiations toward the execution of a contract. The
commencement ol such negotiations does not however signify a commitment by the
Department o execule a contract or to continue negotiations. The Department may
lerminale negotiations at any time withoul assigning any reason thereof.

13 FORCE MAJEURE

For the purpose of this Article, Force “Majeure”™ means any causc, which is beyond the
control ol the vendor or the Department as the case may be. which such party could not foresec or
with a reasonable amount of diligence could not have foreseen, and which substantially affect the

performance ol the Contract, such as:-
1 War / Hostilities
2. Riot or ¢ivil commation

3. Larthguake. Flood, Fire. Tempest, Epidemics. |_-ighi1lﬁ;iﬁiﬁﬂ¥'fht;r. natural physical

= - r o= - P
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4. Restrictions imposed by the Government or other statutory bodies. which are beyond
the control ol the vendor. which prevent or delay the execution of the order by the
vendor.

ii.  In case ol occurrence of the above mentioned cases. the successful Bidder's right o
an extension ol the tme limit for completion of the work in above-mentioned cases 15
subject 1o the following procedures.

1 That within 10 days after the oceurrence ol a case of Force Majeure event but before
the expiry of the stipulated date of completion, the Contractor/Vendor must inform
the Department in writing about the occurrence of Force Majeure event and that the
vendor considers himsell entitled to an extension of the time limit.

2. That the vendor provides evidence of the date ol oceurrence and the duration of the
force majeure in an adequate manner by means of decuments drawn up by responsible
authorities.

3 That the vendor proves that the said conditions have actually interfered with the

carrying out of the contract.

4. That the vendor proves that the delay occurred is not due to his own action or lack of
action.

Apart from the extension of the time limit. force majeure does not entitle the

L

Contractor/Vendor to any relaxation or to any compensation of damage or loss
suffered

14 CONFIDENTIALITY

Any information pertaining to the Department or any other agency invoelved in the project. matters
concerning the Government of Kerala and the Government of India that comes to the knowledge
of the vendor 1n connection with this contract, will be deemed to be confidential and the vendor
will be lully responsible. for the same being kept confidential and held in trust. as also for all
consequences of 1ts concerned personnel failing 10 observe the same. The vendor shall ensure due
secrecy of information and data not intended for public distribution.

15 LIMITATIONS OF LIABILITY

The liability of the Department for its obligations under the Contract shall in no case exceed

2 ..U'-rT.J‘_.{ _-'!.'v

)

the total value ol the Contract,

!
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Request for Propesal (RFP) for Engaging Service Provider for Security Audit & UIDAT Compliance Audit of
the Soltware Applications

APPENDIX 1

APPLICATIONS/WEBSITE/MOBILE APP OWNED BY DEPARTMENT OF SURVEY
AND LAND RECORDS PROPOSED FOR SECURITY AUDIT

Web Application Scoping Sheet for Security Assessment

S.No. Web Application Assessment Details Description

_ 1 Web Application Name & Deseription e Lntebhoomi- 11.IMS

I'vpe of application Web/Application/

. Mob/Rest / Thick / Thin instance o Web application
assesses & number of Application (s)

3 How many login systems to assesses? 2

4 How many static pages to assesses? Q
{Approximate)

5 How many dynamic pages to assesses? 101

(Approximate)

Do you need want role-based testing
perfarmed against this application?

| D0 you need want credentialed scans of

7 e YES
web applications performed? ;
Back-end Database (MS-SQL Server,
. 8 ; ( Q PostgreSOL
| PostgreSQL. Oracle, ete.)
' Authorization No. of roles & types of —
9 o i T ype 2 roles and 2 Privileges
privileges lor the different roles
Whether the application contains any
10 content management module (CMS) (11 N SV
. o 5 (0] 5 - LR LA
yes then which?) If' its 1s Portal do W ey \'}.'..-.
mention please o g el
) ' s tee i
L I'. 1|I. :__ "._ :_.:_-:'-":- P _.' L
Y r"-.\ - !Jt_ j
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Request for Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAL Compliance Audit of
the Soliware Applications

I ' Is it a hybrid application? No
Whether the application was security
12 audited carlier? If so. please mention | no
- details.
Front-end Tool [Server side Scripts]
13 {i.e. o++. J2ece. ASP. Asp.NET, J5P. | Java
PHP, etc.) - PHP
Operating System Details (i.e.Windows- | |
14 : : Linux
2003, Linux. AIX. Solaris. ete.)
: Apphication Server with Version (1.e. IS :
S ihoot embedded serv
B 5.0.Apache. Tomeat. ete.) BHESERN SRR
16 Total No. (Approximate) ol Input Forms | 30
17 Total No, of input field 265 |
.1 Total Na. of login modules 2
19 Number of Web Services. if any
20 Number of methods in all web services ?
s hips://staging.entebhoomi kerala gov. .
in/weh/
o litips:staging-
21 Number of URL's require to assesses ? revenuc entebhoomi kerala.gov.an/
+ hitps://staging-
pearl.entebhoomi.kerala.gov.in/
22| Isthis REST /SOAP based Application
|
23 Is 1t Thick or Thin Chient Application
94 Is this Applications is ERP/ Enterprised o
based App
Does the app]icatiun_has ar proposed to
23 have paymenl galeway integration? | yes
Please specify
Is Application hosted in Cloud 7 If yes
26 which under cloud provider private & | SDC
others (Govl SDC) | .
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Request far Proposal (RFP) for Engaging Service Provider for Security Audit & UIDAI Compliance Audit of
the Software Applications

APPLICATIONS/WEBSITE/MOBILE APP OWNED BY DEPARTMENT OF SURVEY
AND LAND RECORDS PROPOSED FOR SECURITY AUDIT

B ’

APPENDIX 2

Web Application Scoping Sheet for Security Assessment

S.No. Web Application Asscssment Details Description
I Web Application Name & Deseription ¢ Lntebhoomi-SSO
Type of application Web/Application/
2 Mob/Rest / Thick / Thin instance to | Web application
assesses & number of Application (s)
3 How many login systems to assesses? ]
4 ' How many static pages lo assesses? 0
(Approximate)
5 How many dynamic pages to assesses’ 50
) (Approximate) )
y Do you need want role-based testing
! y X e — {==
performed against this application? +
Do you need want credentialed scans of
§ . yes
web applications performed?
Rack-end Database (MS-SQL  Server. ;
bt ) { Q PostgreSQL
PostgreSQL. Oracle. cte.)
Authorization No. of roles & tyvpes of
9 fe : o . 1 role
privileges for the different roles
Whether the application contains anv
1 content management module (CMS) (1 N .
: . o
ves then which?) If ns s Porlal do friashd [ 7 o
; > L
mention please s N
: ; r—s —— P — e
11 Is 1t a hybrid application? No hegd) ' ~ Vel
= — 'r'- =
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Request for Proposal (RFP) Tor Enpaging Service Provider for Security Audit & UIDAT Compliance Audit of
the Software Applications

Whether the application was security
12 audited earlier? 1T so, please mention | no
details.

Front-end Tool [Server side Scripis]
13 (i.e. c+t. J2eee. ASP. Asp.NET, JSP. | Java
PLIP. etc.) — PLIP

Operating Svstem Details (i.e. Windows-

14 : : : Linus
2003, Linux. AlLX. Solaris. ete.) TR
5 Application Server with Versi Le IS :
15 g N R SRR (e Springboot embedded server
5.0.Apache. Tomeat, etc.)
16 Total No. (Approximate) of Input Forms | 10
' 17 Total No. ol input field 100
18 Total No. of login modules |

19 Number of Web Services, if any

20 Number of methods in all web services ?
.. — - o hitps://staging-
21 Number of URL's require 1o assesses ? ! ,
| sso.entebhoomi kerala.gov.in/sso

22 Is this REST /SOAP based Application |

23 Is it Thick or Thin Client Application

24 Is this Applications is ERP/ Enterprised -

based App

- Does the application has or proposed 1o |

25 have payment galeway integration? | no

Please specily

Is Application hosted in Cloud 7 If ves
26 which under cloud provider private & | SDC
others (Govt SDCY
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Request for Proposal (RFP) lor Engaging Service Provider for Security Audit & UIDAI Compliance Audit of
the Software Applications

APPENDIX 3

APPLICATIONS/WEBSITE/MOBILE APP OWNED BY DEPARTMENT OF SURVEY
AND LAND RECORDS PROPOSED FOR SECURITY AUDIT

Weh Application Scoping Sheet for Security Assessment

S.No. Weh Application Assessment Details Desceription

I Web Application Name & Description e (eoserver

[vpe of application Weh/Application/

2 Mob/Rest / Thick / Thin instance 1o | Web application (Opensource)
assesses & number of Application (s)

3 lHow many login svstems to assesses”? |

4 llow many static pages 1o assesses? 0
(Approximate)

= How many dynamic pages lo assesses? 25

5 y dy

{Approximate)

¢ Do wou need wanl role-based testing
) . ) e ves
performed against this application? *

Do vou need want credentialed scans of
webh applications performed?

Back-end Database (MS-501.  Server.
PostgreSQL., Oracle, ete.)
Authorization No. ol roles & types of

9 iy ; 1 role
privileges for the different roles
Whether the application contains any
. content management module (CMS) (IF i TRV EY
16 : T Vs A P 0 N
ves then which?) 11 1ts 15 Portal do |- e s ~ T
mention please = ,.-"°'- . -1
11 Is it a hybrid application? | No | ] 3120
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Request for Proposal (RFP) for Engaging Service Provider for Scecurity Audit & UIDAL Compliance Audit of
the Software Applications

Whether the application was security
12 audited ecarlicr? I so. please mention | no
details.

Front-end Tool [Server side Scripts]
13 (Le. ct+, Peee, ASP, Asp.NET. JSP. [ Java
PHP. etc.) — PHP

Operating Svstem Details ( L. Windows-

14 : : Linux
2003, Linux. AIX. Solaris, etc.) s
S ey ——— — —
Application Server with Version (e [18 |
15 . Fomeal
- S.0.Apache. Tomeat, ele.)
16 Total No. (Approximate) of Input Forms | 10
. 17 ' Total No. of input ficld 0
18 Total No. of login modules I
19 Number of Web Services, il any
20 I Number of methods in all web services ?
. | hilps:/{geaserver.
21 Mumber of URL's require to assesses * s %mﬁlwu .
entebhoomikerala.gov.in
22 Is this REST /SOAP based Application
23 | Is it Thick or Thin Client Application
24 | Is this Applications is ERP/ Enterprised o
based App
| |
| Does the apphication has or proposed to
25 have payment gateway integration? | no
| Please specifty
Is Application hosted in Cloud 7 11 yes
26 which under cloud provider private & | SDC
uthers (Govt 5DC)
| ,: £y 5% "'::'::: N | o
|I.:'|'| " .'_. :- g T ||I |
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Heguest Tor Proposal (RFP} for Engaging Scervice Provider Tor Security Audit & UIDAT Compliance Audit of
the Software Applications

APPENDIX 4
FINANCIAL BID SUBMISSION FORM

FINANCIAL BID SUBMITTED TO THE DIRECTOR OF SURVEY AND LAND RECORDS FOR

THE SECURITY AUDIT OF THE FOLLOWING APPLICATIONS/WEBSITE/MOBILE APP

Bid Submitted by : <organization name>

Date of Submission: <Date>

sl Item Dcscripti{;] | Quantity Cost inclusive of all
Nuo. applicable taxes ( in
Rs)
1 2 3 4
I Entebhoomi-ILTMS 1.000
a. hitps://staging.entebhoomi.kerala.pov.in
(Main UIRL),
b. https://staging-
revenue_entebhioomi.kerala.gov.in (Sub URL)
¢. hitps://slaging-
pearl.entebhoomi.kerala.gov.n (Sub UIRL)
2 Emtebhoomi-SS0O 1.000
a. hitps:/staging-
| sso.cntebhoomikerala,gov.in/sso
3| Geoserver 1.000
a. hitps://staging-
- geoserver.entebhoomi. kerala.gov.in
4 | UIDAI Compliance Audit 1.000
a. hitps://survey entebhoomi.kerala.gov.in
Total
Total Cost in Figures:
Total Cost in Words; Ao BN
fit \'- %) Authonized Signatory
L) §
i - * M ]
AN Py
e )
‘1.,___ ‘_.J-'

Pape 22 of 22




