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Request [(Jr Proposal (RH') for Engaging Service Provider for Security Audit & 01041 Compliance Audit of 
the Software Applications 

Suj%eN and land Records 

time I)irectoi. Simne and I and Records 

Request (hr Proposal (REPI for Engaging Senice 

Provider for Securit) Audit of I he Soliware 

Applications osned by Department of Survey and [.and 

Records, Govt. of Kerala 

Date: 0108'202I 

RIP Relerence No DSI.R/26082024.I36 

Deputy Director. Survey and (and Records 

Sunt' and I. and Records. 

Sune> 13havan. Vazhuthacaud. 'ftirtivananthapuram. 

Kerala. 

1 Bidding Data Sheet 
Notice Inviting Tender 

Name of the Tender I its ititig A utlioritv 

1 Officer lender Inviting Authority 

1 Name of the lender 

Date of publishing oil he bid 

S. Tender Reference Number 

Contact Person 

Address 

12. 1  Pre-Rid Meeting Venue 

1147 -2 25 266 

p r c a rerne titUs r I: à gn ia ii. corn 

lime: 03:30 PM: Date: 02108202.1 

No clarifications will he accepted alter publication of 

corrigendum post the pie bid conference 

lime: 11:00 AM: Date: 05:08.202.1 

Googh' .'%le.'s joining info Video call link; 

Itttps:/inieet.gongle.con;/oze-rwhv- rj 

Sunev and I and Record', 

Survey Rhavapi. Vazit u tliacaud. liii ruvananchapurani. 

Kerala (Online) 

()lThne (In a sealed cnvclopei. As Protected PUF tile 

to entail: procureinentdslrV&gmail.cont 

Time: 05.00 PM: Date: 08108/2021 

Time: 11:00 AM: Date: 09108:2024 

Rs. I .416:. (Rupees One Thousand Four I lundred and 

Sixteen Only) (Including I 8"'o USI 

Contact No. 

9. 1 E-Mail ID, for any clarifications 

TO. Time S. last date to submit 

clarifications 

If. J Pre-hid Meeting (Online) 

I Procedure for Bid Submission 

1 Last Date olSubmissian of Rids 

I$. Opening of Bids 

16. Tender Fee (Non —Refundable) 

17. [MI) 

IS. Validity of the Rid 

19. Fernis & Conditions 

Ks. 6.000 - (Rupees Six litousand Only) I  

6 months from the date olopening of price bid 

As per the Tender document 

S 1) 

/ 
\ 

I 
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I Request for Proposal (REP) for EngagingService Provider for Security Audit & UIDA( Compliance Audit of 

the Software Applications 

All communications shall he addressed to the Survey Director. The Hid documents and other 
details may be downloaded from the website https"./fdslr.kerala.gos.in  

The Director 

Survey and Land Records 

Survey l3havan 
Vazhuthacaud 

Thiruvananthapuram, Kerala. 

Ph: 0471-2325266, 

E-mail: pro rcnicntdslr I agmaslxoni 

:1 

/ 
, 
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Request for Proposal (RFP) for Engaging Service Provider for Securit>  Audit & UIDAI Compliance Audit of 

the Software Applications 

2 INVITATION OF BID 

Ihe Director of Survey and Land Records (hereinafter reiërred to as DSLR) on behalf of 

(jovemmetu of Kerata (hereinafter refelTed to as the Department) invites bids from CERT-In 

EMPANELLEI) INR)RMATION SECURITY AIIIMTING ORGANISATIONS (hereinafter 

rckrrcd to as "Ridder" till the award of Contract and thereafter on award ol contract. reki-red to 

as "Vendor/Contractor/Supplier/Successliil l3idder") for conducting Application Security Audit.,,-

and IJIDAl Compliance Audit lbr the Software Applications owned by the Depanment. The 

successful Bidder shatl be selected based on the competitive bidding proccs. Submission of bids 

shalt he deemed 10 have been done after careful readinu and examination of the tender document 

with full understanding of us implications. 

3 PURPOSE, OBJECTIVE AND CONTENT OF THE 
ASSIGNMENT 

The overatl purpose ol' the Security Audit exercise is to conlirm the ti security needs of quatitv 

standard iSO 27001. which includes the evaluation and gap analysis with respect to (ERT-IN 

guidelines. Apptication Security Audit covers sonic or all but not limited to the following 

activities: 

a) 1dentil' the apptication-level vulnerabilities on applications hosted in a test site/ production 

site based on the latest OWASP lop 10 vttlnerabilities 

h) On demand application scans 

Password strength on authentication pages 

Scan Java Script For security vulnerahilities 

c) Fite inclusion attacks 

I) Malicious File Uploads 

Provide recommendations for reniediation of identified vulnerahilities. The report should 

contain discovered vulnerabilities and descripuon of vulnerahilities and mitigation or 

rcmcdiatton rtionimendations for Iixtng and paithing e-usttng and found vulnerabilities a 
a part ol sotuuon. • 

:' 

Follow a specific format for reports 
1 

'\ 



Request for Proposal (RFP) for Engaging Senice Provider for Security Audit & t1IflAl Compliance Audit of 

I the Sof(ware Applications 

I) Certily the applications/websites Lested as 'Sale for I lasting and in limes of Electronic 
Payment Gateway Operatcrs request to provide it in their format. 

Accept responsibility lbr declaring the websitcs/ URl.s/ mobile applications free from 
known vu Incrabi Ii tics 

\nv other aclivit conceminu security audit related aspects. not essentially covered by 
work-areas outlined above. 

I) 1.51DM compliance Certification oF the F.nlehhoomi-RMlS application as per Aadhaar Act 
2016 for providing service as SI.JB-AVA and Suh-Kl.SA. 

4 SCOPE OF THE WORK 

1. The selected vendor shall cover the below mentioned tests for the application or 
websate or Mobile App provided for testing. 

Application Security Audit 

Penetration Testing 

\'ulnerahilitv Testing 

Database Server Controls 

S. Physical Access Conirol 

Network security Review as pan of Application Security 

Compliance Review 

Black box testing for Security Audit should IblIow OWASP guidelines covering the testing below. 

I. ('ross-Site Scripting (XSS) 

Injection flaws. parlicularly SQL injection. Also consider LOAF' and Xpath injection 

flaws as well as other injection flaws. 

Input V al idat i on Ii aws 

Malicious file execution 

Insecure direct object reiCrences 

Cross-site request lbrgery (CSRF) / S 

lnliirmation leakage and improper error handling 

S. Broken authentication and session management 

- T̀ V%Le 6 or22 



Request for Proposal (REP) for Engaging Service Provider for Security Audit & 'JtMt Compliance Audit of 
the Software Applications 

Insecure cryptographic storage 

I iisec nrc communications 

II. lailure to restrict IJRI. access 

12. Denial of Service 

Application Name for Vulnerability .Asscssmenl: 

A. F.ntehhoomi -ILIMS 

U RL: a. hips:: si nu.cntebh omi.l.erata.uov.in  (Main I 'RL ). 
hiips::.stawng-re; ei1tIe.Ci1Lehh(ft)Ini.kertla.tO\ .1 n (SuE) URL 
hitps: in (Sub I IRI.) 

13. (;escn'er 

d hi ps::. tagin-gcoscrvcr.enft,hhoomi ,hcraIa.o in (Main LJRL 

C. Enlelihoorni -SSO 
C. iii I ps::stauInusso.entcblIt)oIu.i.kcruIa.L9)v.in:sso 

It. Annual Aadhaar (5th) ACA and Sub-KIA) Compliance Audit: 

SUB-ALA service and Sub-KIJA (I No) audit as per the Compliance itli Aadhaar 
Act 2016 and its regulations. Scope ol audii includes the 5U13 ,\LAand Sub-KIJA service provided 
by Department of Survey and Land Records (Revenue) as per UIDAF guidelines. 

A. Application Name for tIDAl Compliance Audit: Fntehhoomi-RMIS 

RI .. : a. h!1J 1.!'1. .'ptek'hnonii .lcerakt.c ii ptirt;ii. 
b. htlps::rsurve\  .entet hutui.keiaIu.uo .inrinis 

5 OBJECT FOR THE SECURITY AUDIT 
The Application! Website/Mobile App given in Appendix 1,2, &3 are to he audited under this 

invitation.  

.l. DLLI\'ERABLES FOR APPliCATION SECURIT\ ALII)IT 
•-. / 'c 

L\.cr.\\ 
I. Report on All Items lound During Security Audit. .t \ ;4234. 

) 
2. Threal assessment Reports detailing 4 

Page 1 of,  22 



Request (or Proposal (RFI') for Engaging Service Provider for Securit', Audit & (519.41 Compliance Audit of 
the Software Applications 

i. System 11ass and weaknesses with remedial actions 

Inlonnation leaks and exposures caused by such leaks with remedial 
actions. 

3. Final Audit Cciii licate 

5.2. DELIVERABLES OF IFIDAl ('OMPLIANCE AUDIT 

1. Report on all Items found during Audit. 
2. Fhial Audit Certilicate 

6 INSTRUCTIONS TO BIDDERS 

6.1. (;ENERAL INSTRUC .ION 

a. Only ('ERT-IN empanelled agencies will he eligible to submit the bids. 

I'. Submission of bids will he as per the iime schedule stated in this document. 

1 he agency shall bear all cosis associated with the preparation and submission of the hid. 

The bid prepared b the Bidder, supporting documents and printed literature Iiiniished by 

the Bidders as well as all correspondence and documents relating to the hid exchanged 

between the Bidder and DSI .R shall he in English language. 

c. Ihe prices shall he quoted in Indian Rupees (INR) only. 

I the Bidder is not allowed to modilv or withdraw the submitted hid. 

ii. An eligible bidder is expected to provide a comprehensive soluiion as specified in the 

Scope of Work of this RIP. the bidders are advised to stttdv ihe (enderdocument carefully. 
Submission of Rids shall he deemed to have been done after careful study and examination 

of the tender document with lull understanding of its implications. 

It. IRe Depariment ol Survey and Land Records. intends to adopt a two-cover bidding process 

Prequali Ileation cum and 1 echnical Cover & Financial ('over) for selection of eligible 

bidders liii the assignment. as per the Scope of Work set out in the previous section olthis 

RIP document. 

The bidder shall he responsible and pay lbr all of the cosis associated with the preparation 

of its proposal and its participation in the bidding process. DSLRwitlhe in no way liable 

to compensate br the same. 

iRe Successlitl Bidder is required to enter into all agreement with 1he Director. 

Department of Survey and [-and Records. ( io eniiiwnt uI' Kerala. 

l'aL'CSt)l22 



Request for Proposal (REt') for r.ngaging Service Provider for Security Audit & tIDAl (ompliance Audit of 
the Software Applications 

L. I he proposal submitted In the bidder shall remain valid for a period 1101 less than 180 days 

from the date of submission. Department of Survey and Land Records. ( rovernmcnt at 

Kerala, reserves the right to reject any proposal. t hich does not meet this requirement. The 

proposal val idits period may further he exiended on mutual consent. 

I. Director. Deparinient oiSunev and [.and Records. reserves the right to carry the capability 

assessment of the bidders and the departnicn(s decision shall be final and binding in this 

regard. 

6.2. EARNEST MONEY E)El'OSIT (CML)) 

a. The Bidder shall pay in Earnest \1one Deposit or Bid Security of Rs 6.000/- (Six 

Ihousand only) by way of' Deniand Draft from a Scheduled or Nationalized Rank in lavour 

of Direcior. Directorate uI Survey and I and Records payable at 1 hiruvananthapuram shall 

he enclosed with the hid. In the case of EMD exemptions. the supporting documents shall 

he sul,trt med by the bidder. 

h. EMI) of all unsuecesslul bidders ill he refunded. Ihe EMI) amount of the successful 

bidder would he returned upon execution ol the agreement. 

C. The [EMI) amount is interest free and will be refundable to the unsuccessful bidders without 

interest. 

the hidproposal stibmi tied without EM D lee mentioned above. will he summarily 

rejected. 

'I he I Ml) ritay he lbrIëitcd: 

1. Ira bidder withdraws the hid during the period of bid validity. 

. In case ofa successful bidder. ifihe bidder fails to sign the contract in accordance with this 

RlP 

6.3. PERFORMANCE GLARANTEE 

a. The successful ILNDERER shall deposit a pert rnlance Security ol all amount eqtial to 

5% of the awarded contract value within 14 days of issuance of the supply order which 
shall be retained till the end ofwarrantv Period ofô months. Performance Security may be 

furnished in tile lbrrn of I3ank Guarantee from t\ational lied Banks. 
-- 

b If thL 5tlLc.CbSlttl tenducr tails to diposit lhL scitirits md c\ectltt the agrceihcIlt as statea 
above, the earnest money deposited by him will he forftited to (iovernncñt and cont rqçt \ 
atm 'nued c lsu; hu.re  at the defaulter s i 15k and an'. loss iitcurru.d hs (,o'.sihwn,n 4ccottJ) 
()]'the pwchase will he rcco'.eru.d from the delaulter who will, howtdxq1iot be enrtikd tO 

-C 
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any gain acci.nliiiu thereby. II' the defaulting firm is a registered lirnt their registration is 

liable Lobe canceled. 

C. All the deposits ol' FMD. PERFORMANCE (1UARAN lii. will not hear any inlerest 
whatsoever. 

6.4. CONFI.ICT Oil' INTEREST 

If a bidder is a contractor of a riiaiiufitcturing firm for the project under this assignment. ofThring 

services as bidders for services or supply under this project. the bidder should include relevant 

i nforniation on stich relationships along 'vi Lii a statement in the Qualitative proposal cover letter 

to the el'l'ect that the bidder will limit its role to the scope oi' the pre.sent project and disqualify itself 

and its associates from work, in any other capacity or any future project within the next live years. 

that may emerge from this assignment (including bidding or any part of the future project).] lie 

contract with the bidder selected to undertake this assignment will contain an appropriate provision 

to such effect. 

6$. PURChASER'S RIGHT TO VARY THE QUANTITIES 

Flit purchaser reserves the right to increase or decrease the qttantit originally specified in the RP 

by it maximum of 25%. without change in the unit priee. other terms and conditions of the bid 

and the B iddi iur Documents. 

Purchase order will he given for the entire procurement in a single order. Delivery should he 

completed as per thc delivery timeline mentioned in the supply order. 

Purchaser can cancel the order ifthe supply is not as per the requirement specified in the RIP. 

At any time prior to the deadline lor submission of bids. the Pitrehaser may ariwnd the Bidding 

Documents by issuing addendum. [he addendttm will appear on the Department portal 

(hllps:i'dslr.kerala.go.in/), 

Any addendum thus issued will he construed to be a part of the lender Document and shall he 

deemed to have been communicated to all the bidders. 

lo Qive prospective Bidders reasonable time in which to take an addendum into account in 

ireparing their bids, the Purchaser may. at its discretion, extend the deadline for the stibmission of 

bids. 

6.6. RI(;UTT() REJECTION 

11w Director. Department of Survey and l.and Records reserves the right to reject any proposal 

that does not address all the requirements of the REP. In addition, the Director. Department of 

Survey and land Records reserves the right to accept or reject any proposal submitted by the 

bidders. in part or in lull, and to cancel the REP process and reject all proposal submissions at any 

/ 
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time, without thereby incurring any liability to the affected bidder'hidders or any obligation to 

inlorm the afkcted bidder the grounds for his action. 

6.7. DISQUALIFICATION 

it. The bid livaluation/Sclection (ommittee may disquali IS  bids on account of but not limited 

to the following reasons: 

lithe bidder disregards any of the terms & conditions of the bid and/or leaves any 

ambiguity in calculation of the rates quoted 

lithe participant attempts to influence any member of the selection committee 

Conditional bids 

h. ilie decision of the Director. Department of Survey and Land Records. Kerala in the matter 

of disqualification shall he final and binding on the firms. 

6.8. TERMINATR)N OF 811) 

Against all expectations entertained by the Director. Department olSurvey and Land Records. if 

none of the participating firms could he declared by the selection committee as the winner of the 

bid, the bidding will he regarded as lerminaled. 

Ihe Director. Department ofSitrvey and Land Records, reserves the right to accept or relect  only 

all bidders including the lotest bidder without assigning any reason(s) whatsoever. 

6.9. SETTLEMENT OF DISPUTES 

Flie decision of the Director. Depannient ol'Survey and Land Records. shall be final & binding on 

participating firms. In the event of any grievance, the aggrieved party may make it representation 

helOre the Director. Department of Survey and Land Records within 3 working days of the 

announcement of the succe&sful bidder. The Director. Department of Surve and [.and Records 

will decide upon the issue raised by said aggrieved party and will give his finding in writing on 

receipi of said representation. [he lindings ui the Director Department of Survey and Land 

Records. Government of Kerala will he final and binding upon the aggrieved party. Any disputes 

arising out of the contractual agreement shall he settled with .Addl. ('hid Secretar . Revenue. Govt 

olKerala and the issues which are not resolved shall he settled in the jurisdiction olcivil courts in 

Thiruvananttapuram district of Kerata only. 

''.1•'' 

7 GENERAL TERMS AND CONDITIONS 
lo 

a) I he Director recerses the right to amend or canccl the bid in Uation in part ot in fitl I 
\Vl thotit prior notice at any point of I itne. •.:•-r / 

Ii 
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Request For Proposal (RH') for Engaging Service Provider for Security Audit & UIDAI Compliance Audit of 
the Software Applications 

N the bid inviting authority or other sanctioning alithoriix. reserves the right to reject any bid 
or all the bids without asking for any reason thereoi 

I l'tlie Director deems it appropriate to revise any part of this mv flation or to issue additional 

clarifications fOr iilterprctzttion of provisions of this document, the Bidder ma" issue 

supplements to this bid invitation. Any such supplement shall he deemed to be incorporated 

by this rekrenee to this document. 

The suceessl'ul Bidder shall provide the first audit report to the department not later than 2 

weeks from the date of receiving the work order. Stihseqtient interim reports shall he issued 

not later than 8 working days of receiving the patched application for re-test. 

lot any audit engaged, besides the original first audit, the vendor shall do any number of 

re-tests at no additional cost till all issues are cleared by the department within 90 vorkitig 

days ol providing the first audit report. 'l'he vendor also ensures that no new vulnerabilities 

are introduced as pati ol' code changes to fix the reported vulnerahilities. 

I') The vendor mas he terminated from audit engagement lbr reasons such as dishonouring 

audit commitments or violating these terms and conditions, degradation of auditor's 

perlornianee or competence to meet expectations or ii enipanelnient with ('FRT-LN ceases. 

g) The audit report provided by the auditor shall have details ol corrective action to he taken 

and steps to remove the identi lied vulnerabihities. 

Ii) For ally audit engagement. the vendor shall provide sttppon to the attditce technical team 

in fixing the security issues reported in first audit or any subsequent audit in terms of 

haudholding and trainine. 'l'he suppot't should include a minimum of I day onsite or remote 

training or handholding on how to fix the issues. 

i) The vendor shall adhere to all terms and conditionsas per the agreement with ('ER'l-lndia 

.i) The vendor shall not subcontract any part of work assigned to it. to any other 

vendor/agency/organization or enuage non-employees to perlOrni the work. 

k) A fOrmal Confidentiality & Non-Disclosure Agreement should he signed by the vendor to 

keep confidential all the inlbnriation that it has access to during the course of its actions. 

1 he vendor organization should sign individual NDAS. As per CtRT-ln advison'. the 

enipanelled vendor mttst ensure that data collected during audit work and reporis prepared 

are not taken out of the auditce organization's premisesf network and! or shared to anyone 

except the auditors. attditee organization. ('ER h-Ill and any other authorized Government 

entit. An audit data should be wiped out from the vendors domain after any engagement. 

I) Perlomiance Securit•': ,As a condition precedent to executi,oi:10 iihe. Agreement. the 

'uccessl ul Bidder al tLr the tender shall ensut e suh;nisibn ol tlic requt sue tincondit ion€tl 

irreoc'ahlc Bank Guarantee, in the prescribed format within 21 days-as C-çrformance 
\ y 

'If 
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Security for the services to he pertrmed tinder the resultant Agreemeni. I he Hank 

(kiaratnee amount should be equivalent to 5% of the total value of the contract rounded to 

the nearest rupee and it should remain valid for a period of 60 days beyond the date of 

completion ol all contractual obligations of the supplier. 

in) In the case of i\pplication Vulnerability Assessment/ Penetration testing (VAPT). the 

Auditor will he required to audit and Lest the wehsitc on the staging server/tes(ing 

environment provided by the hosting service provider hekre issuing the audit certitleate. 

The vendor ritay submit detailed proposals including. 

a. Details ol dilkrent tests/audits to he performed, standards against which the audit.,; 

will he pertuirnied etc. 

h. Details to include specific systems/subsystems tohe audited and what activities will 

be performed in the subsystems 

The whole process of starting the audit by the vendor till issue at final audit certificate 

should he completed wi I hi n 2 numths 

l'he audit should strictly adhere to the guidelines sped fled fir the purpose h the 

Government olKerala vide 0.0 (MS) No.8/2019/Ill) Dated 22.04.2019. 

In addition, the above conditions mentioned, The General 'Fernis and Conditions of I:orm 

of bender in the Annexure-2 of Store Purchase Manual. Kerala is also applicable fir this 

tender. 

For more details regarding this tender the l3idders can contact Section -B in Directorate of 

Survey and Land Records during the ollice hours on or heibre 05/08/2024. II AM. 

8 FINANCIAL TERMS AND CONI)JTIONS 
The rates should he quoted against each application/wehsite'nwbile app under this 

invitation. inclusive of all applicable taxes. 

For Audit of each application. the empanelled agency wil I share the TEST I Rl . of each 

application proposed to he audited . After studying the application, the agency will he 

required to submit proposals 

9 SUBMISSION OF BIDS 
Bids are to be submitted only in the formal provided in Appendix 4 to this docutricnt. Bids 

submitted in any other lormaL shall he rejected. 

The bids are to he submitted via post in a sealed cover to address "Directorate'ol'Survey & H 

Land Records. Survey hhavan. Vaziitithacadu. Thiruvananthapurarn 14 ". 

I I ol'22 
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10 AWARD OF WORK ORDER 
flic I.) Bidder will he awarded the contract provided the purchase committee is 

sulliciently convinced alter the evaluation of bids. 

2. The acceptance of the hid will he intimated to the successful Bidder by the Director 

through e-mail prior to expin' of the period ol the hid validity. 

II PAYMENT TERMS: 
No mobilization advance shall he paid. 

II 501/o payment of the charges may be paid to ihe vendor on submission of the first 

Audit report. Balance 50% will he released only after issue (lithe linal audit report 

and Security Audit ('ertilicate. 

Ill. The payment shall he released to the vendor on submission of Bills (invoices) in 

Triplicate addressed to Elie Director. Department of Survey and Land Records. 

•l'h i ruvananc hapu tam. 

12 RIGHT TO TERMINATE 1ROCESS 
the Director may terminate ihe bidding process at any time without assigning any 

reason whatsoever. The Director makes no commitments, expressed or implied that 

this process will result in a business transaction with anyone. 

This hid document does not constitute an oiler by the Department. The Bidder's 

participatioli in this process may resuk in the Department selecting the Bidder to 

engage in further discussions and negotiations toward the execution of a contract. 'ihe 

conlnleiieement of such negotiations does not however signify a commitment by the 

Department to exectile a contract or to continue negotiations. The Department may 

terminate negotiations at any time wi hour assigning any reason thereof. 

13 FORCE MAJEURE 
For the purpose of this Article. Force "Majeure' means any cause, which is beyond the 

control of the vendor or the Department as the ease may he. which such party could not foresee or 

with a reasonable amount of diligence could not have foreseen, and which substantially afkct the 

pertomiance of the Contract, such as:- 

1 \Var / I loslilities 

2. Riot Or civil Commotion 

3 Earthquake I lood I in, I impesi ipideniics I ightnrng ct other, natural ph) '.;uil 

Disaster. Quarantine restrictions and Freight enihârgoes 

--S. 

.4'..: h

>

)

•  \Jli 
............. 
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Request for Proposal (REP) for Engaging Service Provider for Securiiy Audit & ttlflAl Compliance Audit of 
the Software Applieatioiic 

4. Restrictions imposed by the Government or other 5t3111101 bodies. MliCh are beyond 

the control of (lie vendor, which prevent or delay the execution of the order by the 

vendor. 

ii. In case of occurrence of the above mentioned cases. the successful Bidder's right to 

an extension of the time Ii nit Ihr completion of the tork in abo c-mentioned eases is 

subject to the lllo ing procedures. 

[hat within 10 days alier the occurrence ola case of Force \Iajettrc evcnt but before 

the expiry of the stipulated date of completion. the Uontractor!Vendor must inlhrm 

the Department in writini about the occurrence of Force Majetire event and that the 

vendor considers himselF entitled to an extension of the time limit. 

2. [hat the vendor provides evidence of the date of occurrence and the duration of the 

torce majeure in an adequate maniier by means ofdocunicnts drawn up by responsible 

authorities. 

3 That the vendor proves that the said condi ions have actually interfl.red sitli the 

cain ing out of the eonLract. 

4 Ihat the vendor proes that the delay occurred is not due to his own action or lack of 

action. 

S. Apart from the extension of the time limit. lbrce niajeure does not entitle the 

Contractor/Vendor to any relaxation or to any compensation of damage or loss 

stifle red 

14 CONFIDENTIALITY 
Any iniormation pertaining to the l)epartnient or any other agency involved in the project. matters 

concerning the Government of Kerala and the Government of India that conies to the knowledge 

of the vendor in connection with this contract, will he deemed to be contidential and the vendor 

will he hilly responsible. for the same being kept confidential and held in trust, as also for all 

consequences of its concerned personnel failing 10 observe the same. The vendor shall ensure due 

secrecy of information and data not intended for public distribution. 

15 LIMITATIONS OF LiABILITY 
'1 lie liability oflhie Department br its obligations under the Contract shall in no case exceed 

thic total ' altic of the C oni ru 
/ 

o\ kLF I. 

' 
'For Direcicr 

k I7 
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Request for Proposal (REP) for Engaging Service Provider for Security Audit & 111DM Compliance Audit or 
the Soltnare Applications 

APPENI)IX 1 

API'LIC.ATIONS/WEI3SITE/M()1311,E APP OWNED BY DEPARIMEYr OF SIRVEY 
AND l.ANI) RE('ORDS PROPOSLI) FOR SECURITY AUDIT 

Web Application Scoping Sheet for Security Assessment 

S.No. Web Application Assessment Details Descriptk 

I Web Application Name & Description • 1:titebhoomi- II .I 

I vpe of application Weh./Appl ication! 

2 Mob/Rest / Thick / Ihin instance to Web application 

assesses & number oF' Application (s) 

3 I lo many login systems to assesses? 2 

110w many static pages to assesses? 

Approximate) 

l!o many dynamic pages to assesses? 

- (Approximate) 

( 
Do you need want role-based testing 

performed against this application? 

Do sou need want credentialed scans ol 

veb applications performed? 

0 

101 

yes 

yes 

Back-end Database (MS-SQl. Server. 

PostgreSQL Oracle. etc.) 

C) Authorization No. ol roles & types of 

- 

privileges 11w the different roles 

Whether the app I Ic at ion con Lu us any 

content nianagement module ( ('\1 5) (IF 
y.s then which') IF its is Portal (10 

me liii on please 

PostgreSQl. 

2 roles and 2 Privileges 

No 

I; 
- ---r;-- / 

- 

7J,/Pac to of 22 
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Itequesi for Proposal (REP) for Engaging Service Provider for Security Audü & tIDAl Compliance Audit of 
the Soitnare Applications 

Is it a hybrid application? No 

\Vhether the application was security 

aud lied earlier? II so. please nient ion no 

details.  

iront-end Fool [Server side Scripis] 

(i.e. c. icec. ASP. Asp.NET. iSP. Java 

P I-I P. etc.) PIll' 

Operating System Details (i.e.Windows - 
Linux 

2003. linux. AIX. Solaris. etc.)  

Application Server vvith Version (i.e. [IS 
- .. Sprinuhoot embedded server 
.O.Aj,achc. tomcat. etc.)  

Fotal No. ( Approxi mate) of Input Forms 30 

lotal No. of input field 265 

lotal No. of login modules 1 2 

Number of \Veh Services, if any 

20 Number olniethods in all web services . 

21 Number oltIRI.s require to assesses? 

22 Is this REST /SOAP based Application 

• littps:!/siaing.enicbhoonii.kerala.izov. 

i n/teh! 

• flpj_staiiig- 

ciue .cItChhOOI11i <era Ia. UO. ill 

• lutps:/.staging_ 

pearl.einehhoomi.kerala.gov.in/ 

12 

I, 
I .' 

14 

15 

16 

17 

18 

19 

23 Is it Thick or Thin ('I lent Application 

Is this Applications is ERP/ Enterprised 
24 

based App 
no 

Dues the application has or proposed to 

25 have payment gateway integration? ycs 

Please speciI'  

Is Application hosted in Cloud ? II yes 

26 which tinder cloud provider private & SDC 

others (Govt SDC) 

N, . 

-'* 
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ftequeM for l'ropocat (RH') for Engaging Service rro'ider For Securify Audit & UIDA! Coniptiance Audit at 
the Software Applications 

APPENDtX 2 

APPLICA1'lOrQ.S/WEI3SITE/MOBuE APP OWNEI) BY DEPARIMENF OF SURVEY 
AND I.ANI) RECORDS PROPOSE!) FOR SEC'URI'FY AUDIT 

Web Application Scoping Sheet for Security Assessment 

S.No. Web Application Assessment Details Description 

\Veb Application Name & Description 
-- 

• Entehhoomi-SS() 

N pe of appl ication Web/Appi icaL ion! 
2 Mob/Rest / ihick /lhin inslance to Web application 

assesses & number of Application (s) 

3 I How many login systems to assesses? 

I Io\ many static pages to assesses? 

(Approximate)  

I Low many dynamic paues to assesses'!  
50 

(Approximate)  

6 
Do you need want role-based testing  :  Ves 
pertornied against this application ! - 

Do you need want credentialed scans of  
yes web applications pertormed? 

Back-end Database (MS-SQL Server. 
Post(,reSQL 

PosigresQi.. Oracle. etc.) I  

4) 

- 

Auihori,ation No. of roles & types of  
. .. I role 

privilegcs b
.

r the dilferent roles 

Whether the app! ical ion contains an

10 

y 

content rnanauenieni module (('MS)(11'
N  

yes then which?) If its is Portal (10 

men; ion please 

11 
L_

Is it a_hybrid application'! Jo 
: 

-- 
Patie IS o122 
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Whether the application was sectiritv 

12 audi ted earl icr? IF so. please Illeffi ion 110 

dcia II s. 

FronL-end Tool [Server side Scripis) 

13 (i.e. c I  .i2eee. ASP. Asp.NET. iSP. Java 

PIll'. etc.) Pill' 

Operating Svsteni Deiails (i.c.Windows- 
14 Linux 

2003. Linux. AIX. Solaris. etc.)  

- Application Server with Version (i.e. 115 
I) . Spriwzhoot embedded server - 

.U.Apaehc. I omcat. etc.)  

16 
- 

Fatal No. (Approximate) of Input Forms 10 
- 

1 7 Total No. oF input Field 100 

18 I lotal No. ol login modules 

19 

20 

21 

23 

Number of Web Services. ilany 

Number of methods in all web services? 

Number of URIs require to assesses 

Is this R1iSI /SOAP based Application 

Is it 1 hick or thin Client Application 

• mips: /stagi 

sso.entebhoomi.kcraIg9y.iii/sso 

Is this Applications is FRP/ Enterprised 

based App 
flU 

Does the application has or propcsed to 

have payment gateway i niegraLion? 110 

Please speci1  

Is Application hosted in Cloud lIt' ves 

which under cloud provider private & SD( 

others (Govt SDC) 

• . 
. 

• 
" 
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the Softisare Applicalions 

API'ENI)IX 3 

AI'l'LICAFIONS/WEBSITE/MOBILE APP OWNED BY DEPARFNIENT OF SURVEY 

AND LAM) RECORDS PROPOSEI) FOR SECURITY AUDIT 

Web Application Scoping Sheet for Security Assessment 

S.No. I Web Application Assessment Details Description 

Web Application Nanie & I)cseription (3coscrver 

ype 01 application WchiApplieation/ 

2 Mob/Rest I Thick / Thin instance to 

assesses & number of Application (s) 

3 I low Iiilinv login systems to assesses? 

I low many static pages to assesses? 

- 

(/\pproximate)  

I lo\s many dynamic pages to assesses? 

• (Approximate) 

Web application (Opensource) 

I:) 

() 

7 

Do you need want role-based testing 
yes 

performed against this application? 

Do you need want credentialed scans of 
web applications performed? 

Back-end Database (MS-SQl. Server. 

PostgreSQl.. Oracle. etc.) 
110 

Autlioriation No. of roles & types of' 
privileges for the duffercut roles 

I role 

Whether the application contains aim 

content management module (UMS) (Ii 

yes then which?) IF its is Portal do 
) 

mention please 

Is it a liv brid app I ical ion? No 
. 
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the SoItare Applicalions 

Whether the application was security 

audited earlier! Ii so. please mention no 

details. 

Front-end Fool [Server side Scripts] 

(i.e. c1-. J2eee. ASP. Asp.NET, ISP. Java 

PIIP.eicj- Pill' 

Operating System Details 6.e.Wiridows- 

2003. Linux. AIX. Solaris. d.c.) 

Application Server with Version (i.e. [IS . - 

- . . Iomcal 
.0.Apaehe. I orncat, etc.) 

- 

Fatal No. (Approx mate) of input Foniis 10 

Total No. of input held 10 

12 

13 

14 

15 

lb 

'7 

IX Total No. of login modules 

19 Number of Web Sersices. if any 

20 Number of methods in all web services? 

21 Number oF URLs require to assesses..' 
httpsl/geoserver. 

entehhoomt.kerala.gov.rn 

22 Is this REST ISOAP based Application 

23 Is it Thick or thin Client Application 

- 

Is this Applications is ItRP/ I:nterprised no 

based App 

Does the application has or proposed to 

25 have payment gateway integration? no 

Please specify  

Is Application hosted in ('loud ? Ii yes 

26 which under cloud provider private & SD(' 

others (Govt SDC:) 

I 

:- - 
' 
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llups:istaging.entehhooini.kcrala.gov.in 
(i\lain I Tg) 

hups:i/stagiig- 
rC\Cn uc.cntcbhoorni. kerala.gov. in I 
C. lillps:[sIagtng 
pearl.cntehhoomi.kcrala.gov.in  (Sul 

2 ITnteblioonii-SSO 

a. hups:/;stagi ng- 
gcoser er.cnichhoomi.kerata.go in 

4 L IDAl Compliance Audit 

a. hups:1staging- 
sso.cntehhoonu.kerala.gov.inisso 

3 

a. l%ups:iisuntv.enlebhoomi.kcrala. 

Total 

Request for Proposal (RFP) for Ungagiug Service Provider for Securiiv Audit & UIDAI (onipliauice Audit of 
(lie Software Applications 

APPENDIX 4 
FINANCIAL 1311) SUBMISSION FORM 

FINANCIAL BID SI'BMITFEI) TO THE DIRECTOR OF SURVEY AND LAND RECORDS FOR 

FIlE SECURITY AUDIT OF ThE FoLLowIN(; AI'I'IACATIONSAVF.BSITFJMOBILE API' 

hid Submitted by : <organization name> 

Date of Submission: <Date> 

SI. Item Description Quantity Cost inclusive of all 
No. applicable taxes (in 

I 2 3 4 
Eiitchhoonii-1 I.! hIS 1.000 

Total Cosi in l:igures:  

Total (7osi in Words: 

(c :5 Aulhorixed Signatory 

/ 
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